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Abstract

Continuous Integration Practices (CIP) (i.e., the socio-technical
activities, and processes that govern how software changes are fre-
quently integrated, built, and tested), are central to modern software
development. While CIP provide rapid feedback and promote seam-
less collaboration, their growing scale and complexity introduce
challenges in workflow maintenance, failure diagnosis, and security
risk. These challenges can erode developers’ confidence, indicating
that trust in CIP depends not only on technical soundness but also
on the ability to comprehend and control the processes. We refer
to this overarching construct as the trustworthiness of CIP, which
captures the extent to which developers can place justified confidence
in automation despite its challenges and limitations.

In this thesis, we examine the trustworthiness of CIP as a means
to explain the dynamics of confidence in these practices. We argue
that overlooking trustworthiness concerns undermines developers’
confidence and limits the effectiveness of CIP. We aim to quantify
and characterize manifestations of untrustworthiness and to propose
solutions that help developers sustain confidence in their CIP.
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1 Introduction

Continuous Integration Practices (CIP) rest on the premise that
committing small and frequent changes to shared repositories reduces
integration problems and provides rapid feedback to developers [8,
12]. These practices are now standard in modern software engineering,
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linked to higher productivity through faster feedback and reduced
integration risks [5, 7].

CIP centers on pipelines that automatically integrate code at each
commit and record the outcomes of their executions. As projects
evolve, these pipelines grow in complexity, raising concerns of main-
tenance, feedback, and security, each affecting a different facet of
their trustworthiness [13]. At the system level, recurrent configuration
changes and repairs undermine consistency and reliability [10, 18, 25].
From an interaction perspective, weak feedback loops limit devel-
opers’ ability to diagnose failures and interpret pipelines’ execution
results [6, 27-29]. Regarding the control perspective, third-party
components can expose pipelines to vulnerabilities and reduce trust
in their integrity [1, 4, 11, 15].

We refer to this broader concern as the trustworthiness of CIP,
which, in the context of software tools, refers to the extent to which
developers can rely on their continuous integration processes [9, 13].
While prior research has explored technical aspects such as pipeline
efficiency or resource waste, little attention has been devoted to
understanding the trustworthiness in these practices [2, 26]. In this
thesis, we examine factors that are particularly relevant within the
context of CIP: how developers maintain, interpret failures, and secure
their pipelines. We quantify and characterize these manifestations
and propose solutions to improve the reliability of these practices.
We state our thesis as follows.

Thesis Statement

Enhancing the trustworthiness of CIP requires a holistic view of
how developers maintain, interpret, and secure their pipelines. This
perspective can be pursued through the analysis of three dimensions:
(1) its evolution and maintenance, (2) the comprehension and diagnosis
of failures, and (3) the detection and mitigation of security issues.

2 Research Scope and Objectives

The scope of this thesis covers three dimensions of CIP trustwor-
thiness: maintenance, failure diagnosis, and security (Figure 1).
Each dimension is examined through empirical studies combining
qualitative and quantitative methods. The findings provide practical
guidance for strengthening trust in CIP and form the basis for tools
that support maintenance analysis, execution understanding, and
security assessment. This research is conducted during the fourth
year of a five-year PhD program.

2.1 CIP Maintenance

As projects evolve, CIP pipelines undergo continuous changes, which
can increase maintenance overhead and reduce reliability. To examine
this phenomenon, we mined 183 GitHub repositories using GitHub
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Actions (GA) across ten programming languages and extracted full
commit-level data. We normalized file histories by category (produc-
tion, test, pipeline), computed churn and coupling metrics (support,
confidence, lift), and validated distributional differences through
non-parametric statistics. Our findings show that pipelines constitute
3.7% of project files, yet their mean size is comparable to that of
test code and their monthly churn rate reaches 8.2%, confirming
that they evolve continuously despite their limited proportion among
project files. These changes frequently co-occur with production
and test edits associated with bug fixing, CI/CD improvement, and
dependency management. They reflect reactive maintenance patterns
concentrated among a small subset of contributors, increasing the
likelihood of knowledge silos. A full version of this study appears in
our published work [23].

Findings from complementary studies reinforce this view. We
qualitatively inspected 222 pipeline commits, identifying frequent
debugging and YAML syntax fixes aimed at restoring execution
consistency and ensuring correct configuration. As a consequence of
these findings, we developed EGAD, an analytical tool that reifies
pipelines as first-class entities and enables the identification of insta-
bility patterns such as sticky commits. Full discussion is presented in
our published work [20-22]. As these issues stem from unclear docu-
mentation and limited feedback, our ongoing research analyzes Stack
Overflow discussions to identify GA developers’ information needs.
We identify recurring needs that reveal deficiencies in documentation
and tooling, and plan to submit the results in late 2025.

2.2 CIP Failures

Run (i.e., pipeline execution) failures disrupt automation, waste com-
putational resources, and may thereby undermine developers’ confi-
dence. Such failures often stem from misconfigurations, dependency
issues, or unstable environments, while the large and unstructured
nature of logs makes their diagnosis demanding and time-consuming.
These challenges motivated us to investigate whether recent advances
in large language models (LLMs), which have proven effective in
code understanding and summarization tasks, could aid in interpret-
ing unstructured logs and supporting the diagnosis of CI/CD failures.
To this end, we developed LogExp, a web-based tool that displays
execution logs alongside LLM-generated explanations. In a developer
survey, more than 80% of participants rated these explanations as
correct and clear for simpler logs, although their usefulness decreased
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for complex failures involving multiple components. Developers ap-
preciated concise, context-aware summaries but emphasized the need
for richer contextual integration to make explanations actionable.
A detailed discussion of this study is available in our published
paper [24].

Building on these findings, we developed Run-Visualizer, a tool
that reifies workflow runs as first-class entities to provide full context.
It models each run’s structural and behavioral context, enabling
developers to identify where and how failures occur. The tool maps
runs to visual narratives that facilitate exploration across multiple
granularities. We plan to conduct a user study to evaluate how this
representation supports diagnosis and corrective actions during run
analysis, with submission targeted for early 2026.

2.3 CIP Security

CIP pipelines often rely on third-party components (e.g., GitHub
Actions) that may introduce security flaws and compromise their
integrity. Misconfigured permissions, unsafe secret management,
and unverified Actions increase the attack surface, while current
safeguards mainly operate after adoption, providing limited visibility
into the actual security risk. To address these limitations, we intro-
duced the notion of vulnerability-proneness, defined as the likelihood
that an Action contains security flaws, and used it as a pre-adoption
criterion for risk assessment. We analyzed 270 Marketplace Actions
to evaluate whether their metadata can indicate security risks. Results
show that these metadata attributes, such as verification or popu-
larity, provide limited and inconsistent information for indicating
security risk, and that even Actions with favorable metadata profiles
may still contain severe vulnerabilities. In contrast, repository-level
metadata provide stronger indicators of risk. Building on this find-
ings, we developed lightweight classification models that predict
vulnerability-proneness using only repository metadata (e.g., number
of contributors), achieving an F1 score of 0.745 and a ROC AUC of
0.856. This study is currently submitted and under review.

Our previous findings show that security weaknesses in CIP
pipelines persist despite ongoing maintenance and corrective ef-
forts. Although pipelines undergo periodic updates to fix or replace
vulnerable components, these attempts often achieve only partial
effectiveness. To further investigate this issue, we mine workflow
histories from open-source repositories and statically analyze each
version to detect insecure configurations or outdated vulnerable
Actions. Early results indicate that insecure patterns often persist
or reemerge after partial remediation. The full study is planned for
submission in mid-2026.

3 Related Work

Research on CIP has addressed the maintenance and evolution.
Studies report that pipelines undergo frequent configuration edits
that disrupt execution and require repeated repair [10, 25]. Other
analyses describe redundant jobs, outdated configurations, migration
challenges, missing optimization, bad smells, and brittle YAML
structures as typical sources of instability [2, 3, 14, 18, 19].

Failure diagnosis has been examined as another critical aspect
of CIP operation. Research shows that feedback mechanisms often
lack clarity, forcing developers to interpret fragmented or ambiguous
logs and to rely on trial and error or peer discussions to identify
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faults [19]. Execution inefficiencies and underused caching further
prolong diagnosis and delay recovery [2, 28].

Security-related studies focus on the integration of third-party
components within pipelines. Audits of GitHub Actions identified
excessive permissions, unverified sources, and unpinned dependen-
cies that expose workflows to interference [1, 11, 15]. Static and
taint analyses revealed injection flaws propagating through shared
components [16, 17], while dependency analyses showed reliance
on outdated or vulnerable packages [3, 4, 17].

Existing studies on CIP offer a view of how pipelines evolve, fail,
and expose risks. However, they suggest that the reliability of CIP
cannot be understood solely through technical aspects. Building on
these observations, our thesis takes a broader perspective and, unlike
prior work, frames these issues under the integrative construct of
trustworthiness to explain how confidence in automation is formed
and sustained.

4 Conclusion

This thesis examines the trustworthiness of CIP by analyzing how
pipelines evolve, fail, and remain secure. The findings show that
confidence in CIP depends not only on the technical soundness of
automation but also on developers’ capacity to comprehend and
manage its behavior. Through empirical analyses, this research
characterizes the factors that influence this confidence and introduces
practical means to improve maintenance, diagnosis, and security
across continuous integration practices.
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